In the cloud computing environment, the integrity and searchability are two* important attributes of data. Integrity verification ensures the security of data. Searchable encryption ensures the availability of secret data. The research of a single property of the data in the cloud environment has has been widely studied currently, but there are few research of the both properties of the data at the same time. In this paper, through studying the cloud storage scheme which support integrity verification and searchable encryption, we propose a bilinear-based integrity verification scheme with searchable encryption.
INTRODUCTION
With the development of the Internet, the data in the Internet is growing explosively. Cloud storage, as a new way of data storage, has been widely accepted by individuals and enterprises. Since the cloud storage is proposed, the security and availability of data is the subject of intense research. Combining with the cryptography, the data integrity verification has become the hotspot of security research, and the data searchable encryption has become a hotspot of usability study.
The searchable encryption means that retrieving the required files from the encrypted files in the cloud without losing the security of documents and keywords [1] . Song et al. [2] first raised the problem, many other schemes are proposed based on this scheme later. Boneh et al. [3] proposed a searchable scheme that only allows the data owners to search and establish a public key searchable encryption framework; Sun [4] and Zheng [5] achieved access control through authentication control, Wang [6] and Cao [7] proposed a scheme which combines of fuzzy query and sort query to achieve a query to retrieve multiple keywords in the system.
How to verify the integrity of data files in the cloud is known as data integrity verification [8] [9] . Ateniese [10] first proposed a provable data-holder scheme (PDP) based on homomorphic labels to support public auditing and then they dissolved the problem of data updating. In 2007, Juels et al. proposed a Proof of Retrievability (POR) scheme to recover files. Wang et al. [13] [14] scheme to use a random mask to protect user privacy; Zhou Enguang et al. [15] proposed a scheme against the forged attack of known evidence based on the level of authentication jump table.
Although the data integrity and searchable encryption have a great research and development, there are few schemes that consider both of them. In this paper, we combine the two research points to design a new cloud storage pattern, which can search encrypted data for some keywords, and verifies data integrity in the cloud.
PRELIMINARY Bilinear Mapping

Let
, and be multiplicative cyclic groups of prime order . Let and be generators of and , respectively. A bilinear map is a map : → such that for all ∈ , ∈ and , ∈ , , , . This bilinearity implies that for any , ∈ , ∈ , • , , • , . Of course, there exists an efficiently computationally algorithm for computing and the map should be non-trivial, i.e., is non-degenerate: , 1.
System Model
In this study, there are four roles in the cloud data storage model (Fig 1) : User, Key Management Server (KMS), Cloud Service Provider (CSP) and Third-Party Authorization (TPA). For saving costs and using data convenience, User who is the owner of the data stores his/her data in CSP. The data file will be encrypted through a key, and the encrypted data file will be stored in CSP by User, The required key for User is provided by KMS [16] .
User uploads the data that he/she wants to store and sends the corresponding public key to CSP. TPA signed an agreement with User, it agrees that TPA has the right to verify CSP from time to time, thus, the integrity of the data in CSP could be verified through CSP response. Once User needs to use the data on CSP, he/she search the file by keyword, subsequently, all files containing the keyword will be returned and User verify the integrity of the returned data. The relationship of the four roles of the model is shown in Figure 1 . 
THE PROPOSED SCHEMES Scheme Details
Correctness:
, ,
, , → , : When User gets the result, the first step is to compute
If it equals, User can decrypt the files through and go on his/her work using the data. If not, it means the files has been changed when it stored in CSP. 
Where is one value as the timestamp set which contains all request process timestamps.
